Moodle + Google OAuth + GDrive Document converter + Assignment "Annotate PDF"
Disclaimer
This document aggregate of experience from the following Moodle and Google docs:
https://docs.moodle.org/400/en/OAuth_2_authentication
https://docs.moodle.org/400/en/OAuth_2_Google_service
https://docs.moodle.org/400/en/Google_Drive_converter
https://docs.moodle.org/400/en/Assignment_settings#Feedback_types
1. Setup Google environment
Login into corporate Google Developers Console account with admin permissions.
Follow the instructions in https://docs.moodle.org/400/en/OAuth_2_Google_service#OAuth_2_Google_service_setup to create: 
1.1 An organization, project and consent screen for an authentication app. 
For top-level domain (like digitalexperts.tv ) – the only 1 instance of each type required. It will covers all subdomains ( *.digitalexperts.tv ). 
During consent screen creation the following sensitive information has to be provided:
- user's type. Use "external" to involve ANY Google-user and "internal" – for your organization only.
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In case of "external" – "publish" it to production if you want to provide instant access for all Google users:
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- authorized domains and links to term of services and policies. Those will be important for verification of consent screen by Google
[image: ]
- scopes (expected APIs - https://developers.google.com/identity/protocols/oauth2/scopes ). If you select sensitive API – consent screen will need to be verified by Google ( https://support.google.com/cloud/answer/9110914 )
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Finally, app's consent scree will be available for management under "OAuth consent screen":
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1.2 API credentials for each site / system / app: 
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Continue to follow instructions in https://docs.moodle.org/400/en/OAuth_2_Google_service#OAuth_2_Google_service_setup and create credentials FOR each site / system. Collect Client ID / Secret codes has been generated in response.
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1.3 Enable necessary Google API. 
Continue to follow instructions at the end of document https://docs.moodle.org/400/en/OAuth_2_Google_service#OAuth_2_Google_service_setup and enable Google Drive API.
2. Moodle settings
2.1 Create the Google OAuth service
Follow hints on https://docs.moodle.org/400/en/OAuth_2_authentication page and create an instance of Google OAuth in Moodle:
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Select "login page and… " if you want to use Google Oauth login along with internal services (repository / document converter…)
Add Google Drive scope URL ( https://www.googleapis.com/auth/drive ) to "scopes included in login request"
Important! Do NOT put nothing into "Login domains" if you have created consent screen for "external" users if you want support ALL Google users. Other hand – add there allowed email domains. 
Note: Incorrect configuration of last option in future will leads to the following error:
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Current state:
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2.2 Enable Google Repository 
Enable Google Drive repository: under
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Set 
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Ensure that under "Oauth2 service" your Google OAuth service has been selected. 
"Supported files" could be set-up on demand…
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2.3 Google Document Converter
Under "Manage document converters" enable Google Drive
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Goto its settings and ensure that correct OAuth service selected
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Get back to Google OAuth service settings and login (connect) system account:
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It is recommended to use dedicated (and non-admin) Gmail account for this. Grant access to drive:
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Results 
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Note: You can get back to document converters and test if Google working 
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PDF appears:
[image: ]
2.4 Set-up login with Google OAuth:
Go to the
Site administration / Plugins / Authentication Manage authentication
and enable "OAuth 2":
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Ensure that the following control on the same page below have NOT checked
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Google button will appears on login page:
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Important! In case of sensitive scope selected and consent screen being unverified, user will see security notification like below and have to make an exception by pressing button (typically "Advanced" but depends to browser) and "go to <site> (unsafe)" link:
[image: ]
[bookmark: _GoBack]Notes:
In case if "email verification" was checked under OAuth service – user has to verify its email:
[image: ]
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